OCHOBHBIE OIIACHOCTH HHTEPHETA

bosbmas yacTh Hale NOBCEAHEBHOM )KU3HU TaK WM MHAYE CBA3aHA C HHTEPHETOM:
B MHTEPHETE MBI paboTaeM, yuuMcsl U 1axke oliaemMcs ¢ apy3biMu. C poCTOM KOJIMYECTBA
OHJIAMH-AKKAYHTOB W TMOAKIIOUYEHHBIX K MHTEPHETY YCTPOMCTB PACTYT BO3MOKHOCTH
37I0yMBILIIEHHUKOB. [103TOMY Tak Ba)KHO 3HATh MpaBujia 0€30MaCHOCTH B UHTEPHETE — OHU
MOMOTYT 3aIIUTUTh OT YIPO3 Ballli IaHHbIE U YCTPOMCTBA. B 3T0# cTarbe Mbl pacckaxem 00
OCHOBHBIX HHTEPHET-YI'p03ax U CIOocO0ax 3allUuThl OT HUX.

[Tonb30oBaTenu MHTEPHETA IMOJABEPrarOTCSA LEIOMY PAAY NOTEHUMAIBHBIX YIPO3, O
KOTOPBIX Yallle BCEro Ja)ke He mojao3penaroT. KubepnpecTymHUKY HEYCTaHHO M300pEeTaroT
HOBBIE METOJIbI OOMaHa UHTEPHET-NOJIb30BaTeNeld. BoT MuIlh HECKONIBKO OHIANWH-YTPO3, €
KOTOPBIMU MBI MOXEM CTOJIKHYThCS

- Kpaka MepCOHAJIbHBIX TaHHBIX.

— YTEUYKU TaHHBIX.

— BPEJIOHOCHBIE TPOTPAMMBI U BUPYCHI.

— (UITMHTOBBIE M MOIIIEHHUYECKHUE AJICKTPOHHBIC MUChMA.

— MOJICJIbHBIC CAUTHI.

— WHTEPHET-MOIICHHUYECTRO.

- MOIIEHHUYECTBO HA CaUTax U B IPWIOKECHUAX JJIs1 3HAKOMCTB.
- HEIPUEMIIEMBIA KOHTEHT.

- K1OepOYITHHT.

- HEBEpHbIE HACTPONKN KOHPUIAECHIIUATHHOCTH.

15 mpaBuJ 6e30MaCHOIO NMOBeIeHUsI B HHTEPHETe

1. Ucnonb3yiiTe Ha/le’KHOE MHTEPHET-COEIMHEHHE.

Brixonst B uHTEpHET 4epe3 oOuiecTBeHHYI0 ceTh Wi-Fi, Bbl HE KOHTponupyere ee
0€30MacHOCTh, a 3HAYUT, JIETKO MOXKETE CTaTh IENbIO JI KHOeprpecTymHuka. B aTux
CIy4astX PEKOMEHIyeTcsi M30erarth BBIMOJIHEHUS OINepaluid C  HCIOJIb30BaHUEM
MEPCOHATBHBIX JAHHBIX — B YACTHOCTH, IOJIb30BaThCSl YCIyraMu HWHTEpHET-OaHKa H
COBEpIIATh MOKYIIKU OHJIAMH.

Ecnu >t onepanuy HeoOXoaMMBbl, HCTIONB3YHTE BUPTYalbHYIO YacTHYIO ceTh (VPN).
DTa TEXHOJIOTHSI B peajbHOM BpeMeHU mudpyeT Bce JaHHBIE, KOTOPHIE BB MEpeacTe yepes
HEHAJIS)KHYIO CeTh, oOecreunBas ux 3ammury. Eciu Bel He ucnonszyete VPN, Bo3nepkutech
OT COBEpLICHUS JMWYHBIX TPAH3AKIHMK [0 MOMEHTA, KOrja TIOABUTCS BO3MOXKHOCTh
HAJIe)KHOTO MOAKIIFOYEHHS K UHTEPHETY.

2. Ucnosib3yliTe HaJe:KHbIE APOJIH.

[laponn — ogHO U3 caMmbIX CcHa0bIX MECT B CHUCTEME KuOepOe30MacHOCTH.
[Tonb3oBaTenn YacTo CO3MAIOT MApPOJH, KOTOpbIE JIETKO 3amoMHHUTh. ClenoBareibHO,
3JIOYMBIIIUICHHUKAM HE COCTaBJsieT Tpylda MNogoOpaTh HUX C MOMOIIBIO CHElHaIbHBIX
nporpamMm. HMcronb3yst OMH U TOT K€ MapoJib JJii HECKOJIBKUX YYETHBIX 3alKCEH, BBI



MOJIBEPraeTe CBOM JIaHHBIE €lle OOJbIIEMY PHUCKY, B€lb, MOJYyYHUB YUYETHBIE JaHHbBIE OT
OJTHOTO CalTa, 3JJIOYMBIIIJICHHUKNA CMOT'YT BOMTH U B IPYTM€ Ballld aKKayHTBHI.

Bri6upaiite HaJaeXHbI€ Mapoiid, KOTOPbIE CIOXKHO MoaoOpars. HanexxHblit mapoib
o0yaaeT cIeayonMMY CBONCTBaAMMU:

JUTMHHBINA: MUHUMYM 12 CUMBOJIOB, B Hjiealie Jaxe OoJbLIe.

CnoXHbII: COAEPKUT 3arviaBHble M CTPOYHbIE OYKBBI, a TaKXe CIelHaIbHbIE
CUMBOJIBI U LIU(PBHIL.

He oueBuaHbIii: B mapoje HE MCIONB3YIOTCS mocieAoBarenbHble nudpsl (1234) u
JTU4Hast MH(OpMALKsl, KOTOPYIO JIETKO Y3HAaTh WM HAUTH B UHTEPHETE: Balll ICHb POXKACHMUS,
UMs IOMAIHETO JKUBOTHOI'O U TaK JaJjee.

City4ailHblil: HE COEPKUT 3aIIOMUHAIOIINXCSI COUETAaHUM KIJIaBUIIL.

B sTOoM ciydae MoeT OBITh IOJIE3HBIM HCIOJIB30BaHME MEHEIKEpa Mapojeil.
Menemxepsl mapojeil ToOMOraroT cO3/1aBaTh HaJEKHbIE MApPOIU, XPaHUTh UX B HU(POBOM
XpaHWIHILE, 3aIIUIIEHHOM €IWMHBIM MacTep-NapojeM, U aBTOMaTH4YECKH MOJCTABIATh MX
IIPU BXOJI€ B YUETHBIE 3AIIUCH.

3. I1o BO3MOKHOCTH BKJIKYHTE MHOTO(PAKTOPHYIO Ay TEeHTH(PUKALMIO.

MHuorodakropHasi ayTeHTHQUKAIHS — 3TO CHOCOO MPOBEPKH MOJTMHHOCTH, IPH
KOTOPOM JUISI TIOCTyIa K YY€THOW 3aIMCH MCIIONIB3YIOTCS JIBa WA 00Jiee METO/Ia MTPOBEPKH.
Hanpumep, BMecTo mnpocTtoro 3ampoca HWMEHHM TONb30BaTeNsl WM Tapois Tpu
MHOTO(aKTOPHOM ayTeHTU(UKAIINY 3aIPAIIUBAETCS AOMOIHUTEIbHAs HHDOpMAaITHS:

JIOTIONMHUTENBHBIN OJJHOPA30BbIN MAPOJIb, KOTOPBIA CepBEPHl ayTeHTU(PUKALIUN BEO-
caiiTa OTIPaBIAIOT HA TeledOH WIH apec YIEKTPOHHOU MOYTHI.

OTBeThI Ha TUYHBIE BOIIPOCHI OE30MACHOCTH.

OtnedaTtok manblla WM Jpyras OuoMeTpudeckas HHpoOpMaIus, HarmpuMmep,
TOJIOCOBBIC IAaHHBIE WJIM PACIIO3HABAHME JIUIIA.

MHorodakropHas ayTeHTH(UKAIMSA CHUKAET BEPOSITHOCTH YCIleXa KHOEpaTakwy.
UtoObl 3alIUTUTH OHJIAWH-aKKAYHTBHI, PEKOMEHIIYETCS 10 BO3MOXKHOCTH HCIIONBH30BaAThH
MHOTO(akTOpHYIO ayTeHTHduKauo. st obecrieueHuss 6€301MacHOCTH B UHTEPHETE MOYKHO
TaK)K€ MPUMEHSITh CTOPOHHHE MPUIOKEHHUS MPOBEPKH MOMJTUHHOCTH, Takue kak Google
Authenticator niau Authy.

4. O0HOBJIsIIiTEe IPOrpaMMHOe o0ecrieyeHHe U ONEePALMOHHYI0 CHCTEMY.

Pa3zpabotunku moCcTOSHHO paboTarT Hax 0€30MaCHOCTHIO MPOAYKTOB, OTCICKHBAS
MOCJIETHUE YTPO3bl M BBIMYCKasl WCIPaBICHHUS OE30MAaCHOCTH B CiIydae OOHApYyKEHUs
VSI3BUMOCTEH B TIPHIIOKEHUAX. VIcTonb3yiTe mocieaHiue BEPCUH OMEPAIIMOHHBIX CUCTEM U
MPWIOKEHUN, 4TOOBI HE MPOMYCKATh CBEKUE OOHOBIEHUSI 0€30MAaCHOCTH. DTO OCOOCHHO
BAXHO ISl TIPUJIOKEHUH, COACpKAIlIUX IUIATe)KHBIE JTaHHBIC, CBEIACHUS O COCTOSHUU
3MI0POBbS U MPOUYI0 KOHPUICHIIHMAIbHYI0 HHPOPMAIIHIO TTOTH30BATEIIS.

S. Yoenurech B HaJe:KHOCTH caiiTa.
HanexHocTh — BaxHbIN aTpulyT BCEX MOCENIAEMbIX BeO-CaliTOB, 0COOEHHO TeX, Ha
KOTOPBIX OCYIIECTBISIOTCSA TPAH3AKIHMHU. B 4aCTHOCTH, CAWTOB 3JIEKTPOHHOM KOMMEPIIUU.



[Ipu mepexone Ha HEU3BECTHBIN CaWT MPOBEpHTE, 3alUMILEH JU OH SSL-cepTHu(uKaTOM.
Anpeca Takux caiitoB HauuHatotca ¢ HTTPS Bmecto HTTP (O6ykBa S o3Hauaer
«0e30macHblil»), a B alpeCHON CTPOKE OTOOpakaeTcsl 3HAa4OK 3aMka. [[pyrue mpusHaku
HAJIe)KHOCTHU CalTa BKIIFOYAIOT:

I'pammarryecku NpaBUIIBHBIM TEKCT 0e3 opdorpaduyeckux M MYHKTYallMOHHBIX
OLINOOK. ABTOPUTETHBIE OpEeH/Ibl TPUKIAAbIBAIOT 3HAYUTENbHBIEC YCHIIHS 1151 0OecTieueHus
HaJJIeKalero KayecTBa CBOUX BeO-CalToB.

KauecTBeHHbIe n300paxeHusi, COOTBETCTBYIOUIUE IIIMPUHE FKPaHa.

OObsiBIIEHUS, OPraHUYHO BIMCAHHBIE B CTPYKTYPY caiiTa U He Meperpykaroliue ero.

Enunoobpa3Hoe 1useroBoe odopMieHHWE M BblaepxkaHHas Tema. EnBa 3ameTHble
MU3MEHEHHUS 1IBETOBOM TaMMbl WJIM CTUJISL CTPAHUIIbl, HA KOTOPYIO Bbl BO3BpPAIlAETECh MOCIIE
Hepexo/ia Mo CChUIKE, MOT'YT OBITh MPU3HAKOM MOILIEHHUYECKOTO CaiTa.

CornacHo orpacieBbiM TpeOOBaHUSIM, BCE OHJIAWH-TPAaH3aKUMHU MO KPEAUTHBIM U
ne0eTOBBIM KapTaM JOJDKHBI MPOXOJUThH Yepe3 IUIATeKHbIN I3 JU0O0 OruiaTa JOJHKHA
ocyuiecTBIAThCS uepe3 ceppuc PayPal. Ecnu Bam npejuarator nepeuncnuTh J€HI'M HHBIM
CrIoco0O0M, BEpOSITHO, 3TO MOIIEHHUKHU.

6. IIpoBepbTe HACTPOIKM TNPUBATHOCTH W O3HAKOMbTECh C TOJHTHKAMH
KOH(pUIEHIIMATBLHOCTH.

MapkeTonoru, Kak 1 3JI0yMBIIUIEHHUKH, XOTAT 3HAaTh O Bac Bce. OHU MOTYT MOJTYYHUTh
ATy UH(OPMAIINIO U3 UCTOPUU TMOMCKOBBIX 3aPOCOB U COIMAIbHBIX ceTteil. Ho BbI MoxkeTe
KOHTPOJIMPOBATh JOCTYNMHYI0O uM uHpopmanuio. B BeO-Opay3epax u MOOMIBHBIX
ONEpallMOHHBIX ~ CHUCTEMAaxX  MPEAYCMOTPEHBl  MapameTpbl  Jjid  oOecrnedeHus
KOH(UIEHIIMAIBHOCTH B MHTEpHETe. Ha caifTax connanbHbIx ceteit, Takux kak BKonTakre,
Facebook, Twitter, Instagram, Linkedln u mnpoume, npemycMOTpPEeHBI IapaMeTpPhl
oOecrieyeHus1 KOH(PHUICHIIMAIBHOCTH, KOTOPHIMU BBl MOXKETE YIIPABIATH. MBI peKOMEHAYEM
XOpPOIIEHBKO Pa300paThCsi C MmapaMeTrpaMu KOH(DHICHIIMAIbHOCTH U HACTPOUTH YUYETHBIC
3aMHCH TaK, KaK BaM KOM(OPTHO.

MHorue npuHUMAIOT YCJIOBHS MOJMUTHKU KOH(DUICHIUATBbHOCTH, HE ynTasi. OJIHAKO
OTPOMHOE KOJMYECTBO JaHHBIX 00pabaThIBae€TCs B MAapPKETHHTOBBIX W PEKIAMHBIX (U
MPECTYMHBIX) WEAX, IMOITOMY PEKOMEHAYEeTCS O3HAKOMUTBCS C  TOJUTUKAMHU
KOH(QUACHIIMAIBHOCTH HCIOJIb3YEMbIX BE0-CAaWTOB W MPWIOKECHHH W TIOHATH, Kak
OCYIIECTBISETCS COOp M aHATU3 JaHHBIX. HO maxke eciiy BbI 3aKPhUTH TOCTOPOHHUM JTOCTYTI
K CBOUM JITaHHBIM, HE CIIEJIyeT 3a0bIBaTh, 4TO OOCCIIEYNUTH MOIHYIO KOH(MUIECHITUATEHOCTD B
WHTEPHETE MPAKTUICCKH HEBO3ZMOXKHO. 3TIOYMBIIIIICHHUKH, aIMUHUCTPATOPHI B€O-CalTOB U
MIPaBOOXPAHUTEIBHBIE OPraHbl MOTYT MOJYYUTh JOCTYN K HH(POPMAIUU, KOTOPYIO BBI
CUUTAETE 3aKPBITOM.

7. Caenure, 10 KAKMM CCbLIKAM BbI IIepPexXoauTe.

OnvH HEOCTOPOKHBIM MEPEXO] MO CChUIKE — W Ballld JIMYHBIE JAHHBIE MONAIHA K
3JI0YMBIIIUIEHHUKAM WK YCTPOMCTBO OBLIO 3apaKe€HO BPEJOHOCHOM nporpamMmmoit. [losTomy
BaYKHO CJIEIUTH 32 TE€M, MO KaKUM CChLJIKaM Bbl MEPEXOJUTE, U U30erarb ONpeAecIeHHBIX
TUINOB KOHTEHTA: CCBUIOK M3 HEHAJIe)KHBIX MCTOYHUKOB, CIAM-COOOIICHUH, OHJIAH-



BUKTOPHUH, KIMKOEUTHBIX 3aroJIOBKOB, «OECIUIATHBIX» MNPEIJIOKEHUN U HEXKeJaTeIbHOU
pEKIIaMBI.

IIpu mony4eHuu 3IEKTPOHHOIO TMCHhMa, B IMTOJIMHHOCTH KOTOPOT'O BBl COMHEBAETECH,
HE MEPEXOIUTE MO COAECPIKAIIMMCS B HEM CCBUIKaM U HE OTKPBIBANTE BIIOKCHMUS.

Pexomennyercst BooOl1lle He OTKPBIBATh Takue cooOuieHus. Eciu Bbl He yBEepeHbI B
MOJJIMHHOCTH 3JEKTPOHHOIO MUCHbMAa, OOpaTHUTECh HEMOCPEICTBEHHO K OTHPABUTEIIO.
Hanpumep, npu noiayyeHun mogo3puTENBHOTO MUChbMa IKOObI U3 Ballero OaHka MO3BOHUTE
B 0aHK U CIIPOCHUTE, IEUCTBUTEIBHO JIK MMCHMO MPHIILIO OT HUX.

[Ipu mpocmotpe caiiTa yoenurech, 4TO MEPEXOA MO CChLIKAM OCYLIECTBISETCS Ha
CTpaHULIbI CO CBA3aHHBIM MJIM OKUJAEMBIM COIEp)KUMBbIM. Hanprumep, eciiu BbI mepexoanre
1O CChUIKE Ha onucanue cadapu B Adpuke, HO BMECTO ITOTrO MOMAJAETE Ha KIMKOSUTHYIO
CTpPaHUIly O TOM, KaK MOXYAEJH 3HAMEHHUTOCTH, WM HA CTAThIO C 3arojioBKkoM «lne oHu
ceiyac?», HEMEJJIEHHO TOKUHBTE 3Ty CTPAHULLY.

8. Yoenurtecsh, 4TO Bamm ycTpoMcTBA 3allIMIECHBI.

Oxomno 60% moap30BaTeNe UCIONB3YIOT MOOMIIbHBIE YCTPONCTBA JJII COBEPILICHUS
MOKYTIOK U MOUCKa MH(MOpPMAIMK B MHTEPHETE TOpa3fo Yalle, YeM KOMIBIOTEPhl, U TaKue
YCTPOMCTBA JTOJIKHBI OBITH HAJIEKHO 3allUIIEHBI. PEeKOMEHIyeTCsl MCIONb30BaTh MapoIIH,
CEKpEeTHBIE KOJbl U JIPYTUE CpPEeACTBa OE30MaCHOCTH, TaKHe KaK CYMTHIBAHHE OTIIEYATKOB
HanblieB WJIM TEXHOJIOTHIO pAacllO3HaBaHUS JMIIA Ha BCEX YCTpOICTBax: TenegoHax,
KOMIIBIOTEpAX, IUIAaHIIETaX, YMHBIX YaCaX, YMHBIX TEJIEBU30pax U APYTrUX yCTPOUCTBAX. DTH
Mepbl 0€301aCHOCTH CHU3ST BEPOSITHOCTh KNOEpATaK UM KPaXKH BalllUX JIMYHBIX TaHHBIX.

9. Pery/isipHO BBINIOJIHSIIITE pe3epBHOE KONMPOBAHUE.

CnemyeT WMETh PE3EpBHBIE KOMUU BAXKHOW JHMYHONM HMHQPOpPMAIMKM HAa BHEIIHUX
KECTKUX [HMCKaX W PErylsipHO Cco3/laBaTh HOBBIE pe3epBHbIE Komuu. [IporpamMmmsi-
BBIMOTATEJIM— OSTO THUI BPEAOHOCHBIX TMIPOrpaMM, OJOKUPYIOIIMX KOMIIBIOTED U HE
MO3BOJIAIOIMINX MOJYYUTh JTOCTYN K BaXKHBIM (paiinam. PesepBHOe KomupoBaHUE JaHHBIX
OMOTaeT MUHHMHW3HUPOBAaTh HETaTHBHBIE IMOCIEACTBHUS aTaKk MpOrpamMM-BbIMOraTeseu, a
cnermaibHoe [1O nmms 3amuThl TOBBICUT YpOBEHB Baliei OezomacHocTH. ECTh u apyrue
TUIIBI BPEIOHOCHBIX MPOTpamMM, KOTOpbIE OJOKUPYIOT JOCTYI K MEPCOHAIBHBIM JaHHBIM,
CO3/1aBasi YPE3MEPHYIO HATPY3Ky Ha CUCTEMY, UITU TIPOCTO YNASIOT (ailiibl.

10. Ynasure HeuCIoJIb3yeMble Y4eTHbIE 3aIIUCH.

Y MHOTHMX €CTh Y4Y€THbIE 3alHCH, KOTOpPbIE JaBHO HE MCHOJNB3YyIOTCS. VX Hanmmume
MOXKET CTaThb UICTOYHUKOM YSI3BUMOCTEMN MPU UCHOIB30BaHUU MHTEepHETA. CTapble yueTHbIE
3aMHCH 9acTO UMEIOT Oosiee cradbie Mapoid, a CalThl, Ha KOTOPBHIX OHU MCIOJIb30BAIHCH,
MOT'YT UMETh HEHAJIC)KHYIO MOJUTUKY 3alIUThI TaHHBIX. KpoMe Toro, o JaHHBIM B CTapbIX
npopuiIsiX COIMATBHBIX CeTell KUOEepHNpEeCcTYNHUKH MOTYT coOparb O Bac pas3iMyYHbIC
JAHHbIE, HANpUMEpP JaTy POXKICHUS M MECTOHAXOXKJEHHUE, U HCIOJNb30BaThb HUX IS
nocieaywonieil araku. [loaTomy Mbl peKOMEHJyeM YIaluThb CTapble yYeTHbIC 3allUCH U
OTIPABUTH 3asIBKY Ha yJlaJICHHE BAaIlIMX JIAHHBIX CO CTOPOHHUX CEPBEPOB.



11. ByabTe 0CTOPOKHBI € 3arPy3KaAMHU.

[lenp 370yMBINIIEHHUKOB — 3aCTaBUTh BaC CKa4arb BPEIOHOCHYIO IIPOTrpaMMy,
KOTOpast OTKPOET UM JOCTYII K BallIEMy YCTPOUCTBY. BpenoHOCHBIE TPOrpaMMbl MOTYT OBITh
3amMacKkupoBansbl oz Jirodoe 110, HaunHas ¢ NOnyJIApHBIX UTP U 3aKaHYMBAs IPUIIOKEHUAMU
JUISL TIPOBEPKHU MOTOAbl WM Hajduuus npoOok Ha aopore. Kpome Toro, oHu MOryT OBITH
CKPBITHI Ha CO3/IaHHBIX 3JI0YMBIIIIECHHUKaMHU BeO-CaiiTax, KOTOPbIE MbITAIOTCA YCTaHOBUTD
BPEIOHOCHBIE IPOrPaMMBI Ha Ballle YCTPOMCTBO.

BpenoHocHbIe mporpaMMbl HAHOCST yiepO: HapylarT paboTy yCTpOMCTBa, KpaayT
JUYHbIE TaHHbIE, PEAOCTABIISIOT HECAHKIIMOHUPOBAHHBIN JOCTYI K KOMIbIoTepYy. OOBIYHO
JUIsL  3arpy3Kd BPEIOHOCHBIX MporpamMm TpeOyeTcs psig  JEHCTBUH CO  CTOPOHBI
MOJIb30BATESI, HO BCTPEUAETCS TAKXKE 3apAKEHUE IMTyTEM CKPBITON 3arpy3KH, KOTr/ia BeO-caT
NBITAETCA YCTAHOBHUTH BPENOHOCHBIE IPOrPAMMBI Ha KOMIIBIOTEP, HE CIpallnBas
IPENBAPUTEIIBHOTO pa3pelieHus. bynbTe 0CTOpOXKHBI ITPU NMEPEXOAE HA HEU3BECTHBIN CAWT
U MIpU 3arpy3ke 0ObEKTOB Ha YCTPOWCTBO, 3arpykaiiTe KOHTEHT TOJIBKO M3 HAJIEKHBIX WIH
oQuIMaTbHBIX HCTOYHUKOB. PerynasipHo mnpoBepsiiiTe Mankud 3arpy3kd U HEMEIJICHHO
ylaJsiiTe Heu3BeCTHbIE (halibl — OHM MOTJIM TIOMACTh HA Ballleé YCTPOWUCTBO B pe3ysbTare
CKPBITOM 3arpy3KHu.

12. ByabTe 0CTOPOXKHBI € MyOJUKALUAMMU.

B unHTEepHEeTE HET BO3MOXXHOCTH YHaJeHHUs ONMyOJIMKOoBaHHOW uH(popmaiuu. Bce
OIMyOJIMKOBaHHbIE KOMMEHTApUU M HM300paKeHUsT MOTryT HaBcerga ocrtarbcsi B Certw,
NOCKOJIBKY TIPH yIaJI€HUU OPUTHMHANIAa Bbl HE YIAJE€TE€ KOMHH, KOTOPbIE MOIIU CHIENaTh
npyrue nonb3oBarenu. [locne myOnuKanuu KOMMEHTapHUsl YK€ HET BOBMOXHOCTH «B3ATh
CBOM CJIOBa 00PATHOY, TAK)KE HEBO3MOXKHO YIaJIUTh OMMYOJIMKOBAHHOE KOMIIPOMETUPYIOIIIEE
n3o0paxkenue. Eciu Bbl HEe XOTHTE, 4TOOBI Bally MyOJUKAlUIO YBHUAEIW POAUTENINA WU
NOTEHIIUANIbHBIN paboTonaTelb, HE CTOUT MYOJIMKOBATh ATOT Marepual.

U Gynbre 0CTOPOXKHBI, MyOIUKYS JTUYHYIO0 HH(OPMAIHIO B MHTEPHETE: HE YKa3hIBANTE
HOMEp COILIMAJILHOTO CTPaxOBaHUs, aApec W JIaTy POXKACHHUS B MPOQPMILX COLUAIBHBIX
cereil. B peanbHOM XKHU3HU BBl OBl HE CTAJIM COOOIIATh JIMYHBIC JTaHHBIC HE3HAKOMIIAM, W
TOYHO TakK K€ HE CIEAYeT MyOJIMKOBaTh UX B MHTEPHETE U JIeNaTh IOCTYIMHBIMUA MUJUTHOHAM
I0JIb30BATENEH.

CobmofaiiTe OCTOPOXKHOCTH TPHU MPENOCTABICHUN aJpeca SJICKTPOHHOW TOYTHI.
[Tone3Ho MMETh AOMONTHUTENBHYIO BPEMEHHYIO YUYETHYIO 3alUCh 3JEKTPOHHOM IOYTHI,
UCIIONIB3YEMYIO UCKITIOUUTENBHO JIJIsi PErUCTpaluu U noanucku. OHa JOMKHA OTIUYaAThCS
OT pabouell U OT UCTIOJIB3YEMOM I MEPENUCKHU C IPY3bIMHU U OJIM3KUMU.

13. byabTe 0CTOPOKHBI ¢ OHJIAMH-3HAKOMCTBAMMH.

Bamm mHTEpHET-3HAKOMBIE HE BCETr/a SIBISIOTCS TEMH, 32 KOoro ceds BblaaloT. OHuU
MOTYT Jaxe HE SIBISAThCA peallbHbIMU JIoAbMU. Mcrmonb3ys mnopjaenbHbie Npoduid B
COLMAJIBHBIX CETIX, 3JIOYMBIIUIEHHUKNA OXOTITCA 3a HEOCTOPOKHBIMHU TOJIb30BATEIIIMU C
LEJIbI0 KPaXku UX CpeAcTB. K colmanbHON XKU3HU B UHTEPHETE CTOUT OTHOCHUTBHCA C TAKOU
KE OCTOPOKHOCTHIO, KaK U K COI[MAJIbHOM KU3HU B pealbHOM MHUpPE. ITO 0COOEHHO BaXKHO



B CBSI3U C BO3POCIIUM B MOCJIEIHUE TO/Ibl KOJIMYECTBOM CIIy4aeB MOILIEHHUYECTBa B cepe
OHJTAITH-3HAKOMCTB.

14. IlepenpoBepsiiite HH(pOPMALUIO, HAIICHHYIO B HHTEPHETE.

K coxanenuio, B MHTEpHETE NPUCYTCTBYET OOJBIIOE KOJIMYECTBO MOAJIEIBHBIX
HOBOCTEH M JIOXKHBIX CBeAeHHUI. B moToke momydaemoil exeIHEBHO HMH(OpMAIMHU JIETKO
norepsATbea. Ecin Bbl cOMHEBaeTech B JOCTOBEPHOCTHM MPOYUTAHHOW HH(MOpMALIMH,
MpoBeInuTE COOCTBEHHOE HCCIIENOBAHME UM YCTAHOBUTE peajibHble (pakThl. Ha HagexHbIX
BeO-caiiTax, Kak MPaBUIIO, IPUBOJATCS CCHUIKM HA IEPBOMCTOYHHUKH. a HA OJO3PUTEIbHBIX
CTpaHMIIAX BOOOIIE HE NPHUBEICHO HHKAKHX CCBhUIOK. BBl MOXXeTe O3HAaKOMHUTHCS C
PEKOMEHJALIMSMH 110 BBISIBJICHUIO (DEMKOBBIX HOBOCTEH 3/1€CH.

15. Mcnonb3yiiTe XOpOIIMH aHTUBUPYC M PeryJIApHO 00OHOBJIsSIITE ero.

IToMuMmo coburoneHust peKoOMeHaui no o0ecne4eHno 0e30acCHOCTU B UHTEPHETE,
Ba)KHO MCII0JIb30BATh HAJIEAKHOE aHTUBUpPYCHOE pemieHue. [IporpaMMHoe obecnieuenue s
0€30MacHOCTH B MHTEpPHETE 3alllMIIAeT YCTPOWCTBA M JaHHBbIE M OJIOKUPYET HE TOJIBKO
paclpoCTpaHEHHbIE YIpO3bl, TAKME KAaK BUPYCHl U BPEAOHOCHBIE MPOrpaMMbl, HO H
KOMITJIEKCHBIE aTakh C MCIOJIb30BAaHUEM MPUIOKEHUN-IIMUOHOB, MH(PPOBATIBIIMKOB U
MEXCaWTOBOro ckpunthHra. Kak m B ciyyae C ONEpalMOHHBIMH CHCTEMaMH U
NPUIOKEHUSIMHU, AaHTUBUPYC HEOOXOUMO PETrYIIIpHO OOHOBIATh, YTOOBI OTYyYaTh 3aIIUTY
OT HOBEHUIINX KHOEpyrpo3.

Nudopmanms 3amMcTBOBaHa C caira: https:/www.kaspersky.ru/resource-center/preemptive-
safety/top-10-preemptive-safety-rules-and-what-not-to-do-online?ysclid=lovhemrhzm188686121
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